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ABSTRACT

Fuzzy extractor is a biometric encryption that generates keys from biometric data where input values are not always the
same due to the noisy data, and performs authentication securely without exposing biometric information. However, if a user
registers biometric data on multiple servers, various attacks on helper data which is a public information used to extract
keys during the authentication process of the fuzzy extractor can expose the keys. Therefore many studies have been
conducted on reusable fuzzy extractors that are secure to register biometric data of the same person on multiple servers. But
as the key length increases, the studies presented so far have gradually increased the number of key recovery processes,
making it inefficient and difficult to utilize in security systems. In this paper, we design an efficient and reusable fuzzy
extractor based on LWE with the same or similar number of times of the authentication process even if the key length is
increased, and show that the proposed algorithm is reusably-secure defined by Apon et al.[5].
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Fig. 2. Fuzzy extractor scheme
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Input: (4,w)
Output: (p,r)

1. Sample SEZ: uniformly.

2. Let c=As+w

3. Sample r€ {0,1}™, BEZ&)”X"’ uniformly.
4. Sample eHD’"

Let h:Bs+e+§r

t

6. Let p= (Cvah)

Fig. 3. RFE Gen algorithm

Input: (4w ,p)
Output: r € {0,1}™

1. Let b=c—w
2. Compute s = Decode (A,b)
3. For each coordinate i € [m],
@ If the i-th coordinate of h—Bs is

between % and 5—862 then the i-th

coordinate of r( is 1.
@ Else if the i-th coordinate of h— Bs

7
is less than %2 or greater than ?Q then

the i-th coordinate of 7 is 0.
@ Else, output L.

Fig. 4. RFE Rep algorithm

Input: (4,b)
Output: s

1. Select random 2n TOWS iy, -y, <—[1,m]

2. Restrict A,b to rows ij,...i, and called
A

oo’ Ciyeeesing”
3. Find n linearly independent rows of
A; i, If no such rows exist, output L.

at

4. Restrict 4, . b to these n rows

and called A’, b

5. Compute s =(4)7'%.
6. If b—As has more than Ollog(n)) nonzero
coordinates, restart the algorithm.

& 7% AWl AHgAE

Fig. 5. RFE Decode algorithm
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Input: (A,w)
Output: (p,r)

. Sample SEZQH uniformly.

. Let c=As+w

. Sample r€ Z", BEZ;™" uniformly.
. Sample e<—Dj,

Let h=DBs+e+2r+rx Lr1,

CLet K =<r> 9

_Let p=(¢,B,h,h)

-1 O Ot B~ W DD

Fig. 6. Proposed Gen algorithm
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Input: (4w ,p)
Output: r€ 2™

1. Let b=c—w
2. Compute s :Decodet(A,b)
3. For each coordinate i € [m],

@D If the i-th coordinate of h—

Bs is in

[0,%], and h is 0, then the i-th coordinate

—-Bs 1
h s+_J

2 2
@ Else if the i-th coordinate

of r, is [

and h is 1, then

is in [— —]
: -Bs 1
coordinate of 7 is { ) 5 +§

@ Else if the i-th coordinate

is in [— —] and k' is 0, then

h—Bs 1
8+7

3 2
@ Else if the i-th coordinate

coordinate of 7 is {

is in [%%] and A is 0, then

2 2
® Else if the i-th coordinate

. c |l h=Bs 1
coordinate of 7 is { . J

is in [%,%], and A is 1, then

. . —-Bs 1
coordinate of 7 is +—=
3 2
® Else if the i-th coordinate
.. 3 [
is in [7(1,2(1], and h is 1, then
’ h—Bs 1
coordinate of 7 is { ! 2 5 +5

@ Else if the i-th coordinate

ﬁ@q], and K is 0, then

is in [2

+ =
3 2

: h—DBs 1
coordinate of 7 is { & J .

® Else if the i-th coordinate

.. 9 T

is in [2q,zq], and h is 0, then
. - h—Bs 1

coordinate of r is 3 +5

© Else, output L.

of h—Bs
the i-th

of h—Bs'
the i-th

of h—Bs
the i-th

of h—Bs'

the i-th

of h—Bs
the 4-th

of h—Bs
the i-th

of h—Bs'

the ¢-th

Fig. 7. Proposed Rep algorithm
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Table 3. Comparison of original scheme and
proposed scheme for the

perform the

according to the key length

time
authentication

required to

process once

Original Proposed
Key
scheme scheme
length
4 0.003 sec 0.003 sec
8 0.184 sec 0.171 sec
9 2.104 sec 2.122 sec
10 17.432 sec 16.674 sec
11 217.190 sec 212.326 sec

Table 4. Comparison of original scheme and
proposed scheme for the number of algorithms
required to perform authentication according to

the key length

Original Proposed
Key
scheme scheme
length
4 2 1
8 3 1
9 4 2
10 4 2
11 4 2

Table 5. Comparison of original scheme and
proposed scheme for the total time required to
perform the authentication process according to

the key length

Original Proposed
Key
scheme scheme
length
4 0.006 sec 0.003 sec
8 0.552 sec 0.171 sec
9 8.416 sec 4.244 sec
10 69.728 sec 33.348 sec
11 868.76 sec 424.652 sec
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